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Concept note
To celebrate International Human Rights Day on 10 December 2014, the Council of Europe (CoE) and the Belgium Chairmanship to the Council of Europe are hosting an event to discuss effective human rights protection in the digital age. The event is also supported by the Permanent Representative of Estonia to the Council of Europe, in its role as Thematic Coordinator on Information Policy (TC-INF).
The event is organised in the framework of the implementation of the Council of Europe Recommendation on a Guide to human rights for Internet users, adopted by the Committee of Ministers in April 2014.

Background

In an increasingly ubiquitous information society, there is a need for a better understanding of the actions and behaviours of people, governments, the private sector and other actors that can affect rights and freedoms in cyberspace. 
Are users aware of the implications for their human rights when accepting the terms and conditions of Internet services? 

Do they know what happens to personal information shared on social networks and, to this end, what information is left behind as a footprint of visits to websites and communication in social media? 

In such events, users need information to understand whether their human rights are being compromised and should also be made aware of possible remedies.
The Council of Europe’s Guide to Human Rights for Internet Users is an instrument developed together with other stakeholders, and was adopted by the organisation’s 47 member states in the Committee of Ministers on 16 April 2014. 
The Guide is based on the European Convention on Human Rights that is legally binding for all Council of Europe member states, on the European Court of Human Rights jurisprudence, and it derives some of its substance also from other Council of Europe conventions (such as data protection and on cyber-crime) which have wider membership than just Europe. The Guide covers issues such as freedom of expression and association, access to the infrastructure, right to privacy and personal data protection, right to education, protection from cybercrime and right to due process and to an effective remedy. 
The Guide is designed as a tool to:

-
enable Internet users to understand and exercise their fundamental rights and freedoms online. This includes seeking effective recourse from Internet players and government agencies;
-
help governments to discharge their obligations to protect and respect human rights and offer  remedy and redress in case of interference;
-
kick-start national discussions on protection and promotion of human rights of Internet users and their empowerment in Internet environments;
-
promote corporate social responsibility by encouraging the private sector to act responsibly and with respect for the human rights of individuals that they contract with (see also the UN Principles on Business and Human Rights) .
The Council of Europe respects and promotes the multi-stakeholder governance principle in its Internet and human rights work, as reflected in the 2011 Committee of Ministers Declaration on Internet governance principles. A range of stakeholders, including the public and private sectors, civil society, academia, the Internet technical community, etc., have been consulted at different stages, throughout an inclusive process of designing the Guide to human rights for Internet users. Our joint contribution in preventing rather than curing human rights violations online is indispensable for maintaining and enhancing the Internet that serves us to communicate, educate, conduct business, socialise, and so on. 
Objectives 
This awareness raising event will:

· provide space for a diverse range of leading stakeholders (public sector, private sector and civil society) to voice their opinions, proposals, aspirations in order to maximise the respect, protection and promotion of human rights on the Internet;
· be a milestone in the implementation of the Council of Europe’s strategic project around the  CM Recommendation to member states on a Guide to human rights for Internet users and its Explanatory Memorandum.
Focus

The suggested theme of the event is “PROTECTING HUMAN RIGHTS ONLINE: PREVENTION RATHER THAN CURE”.

An expert paper on “Human Rights Violations Online”, which will identify and anticipate commonly occurring human rights challenges faced by Internet users and the possibilities for redress, will provide initial inspiration for the discussions. 
The Council of Europe’s different approaches to the implementation of the Guide to human rights for Internet users, as a response to the challenges to human rights brought about by the Internet technology, will be discussed with high-profile participants. Furthermore the contributors will have the opportunity to assess possibilities in engaging together with the Council of Europe on this increasingly needed project.
Envisaged Outputs and Results

The event is expected to produce the following outputs that will be further explored to finalise engagement of the CoE with different stakeholders in:
· a framework of commitments towards the Guide’s implementation;
· concrete additional ideas for the effective implementation of the Guide.

Guidelines for Participation
The event is planned to take place on 10 December, from 08.00 to 14.30. A draft programme is annexed to this concept note. The event is structured around four parts: opening, situation analysis, response mechanisms, next steps. 
The suggested format includes a moderator who will guide the discussions during the event, speakers and representatives of different stakeholders. Part two and three will be animated by keynote presentations, which will lead to a debate within a panel and then open to the rest of the participants.

Speakers are expected to share their own expertise in line with the respective theme of the session.

In preparation for the event, speakers are offered some guiding questions conceived around the key challenges to human rights on the Internet. This approach seeks to encourage individual contributions to the overall frame of commitments. 
· Is the Internet a concern from a human rights perspective?

· Which are the possible violations of human rights in cyberspace?
· Are there remedies available when human rights are violated online?
· How to prevent rather than cure? 

·  Does the Guide respond to a need (fill a gap) and how can it be implemented or enforced effectively? 
· Which stakeholders have a part to play and how can they, in their respective roles, contribute to the Guide’s implementation?
Participants will receive in their participants’ folders a list of actions that have been identified to contribute to the Guide’s effective implementation; participants are asked to add their suggestions and mark the field they are interested to engage in and support. 
In the conclusions, the Council of Europe will present the next steps to be taken, based on the feedback provided by participants during the morning’s discussions and on their declared interests.
Participants: European Commissions DGs with a mandate in Digital Agenda and human rights, Norway Funds, CIDA, SIDA, UN, OSCE, international NGOs working on digital human rights, Internet private sector including Google, Facebook, Microsoft, EuroISPA, Ambassadors of potential donor countries, human rights on Internet policy makers and experts.
